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1
Decision/action requested

It is proposed to handle the xMB topic early in the meeting and send an LS to CT3 and SA4. The current contribution gives more background to the CR submitted in S3-171134.
3
Rationale

At SA3#86 SA3 received LSs from CT3 (S3-170066/C3A170068) and SA4 (S3-170021/S4h160679). The LSs had the following requests and actions for SA3:
S3-170021/S4h160679:
We specifically inform SA3 on clause 5.4A.2 on Authentication and Authorization. SA4 believes that the authorization solution should be token-based and either use the OAuth 2.0 authentication scheme as defined in RFC 6749 or the JWT technology as defined RFC 7159. We leave it up to the SA3 experts to evaluate and define the most appropriate solution.
SA4 kindly asks SA3 to take the above information into account, in particular the considerations on the authorization solution and inform SA4 and CT3 on your conclusions.
S3-170066/C3A170068:
In addition to the above questions to SA4, CT3 wishes to ask SA3 to consider and provide necessary guidance on the authentication and authorization procedures for the xMB interface between the 3rd party content provider and the BM-SC. CT3 understands that SA4 has already requested SA3 review on the security aspects documented in the xMB stage 2 output which was provided to SA3. CT3 has drafting a section on the stage 3 security aspects of the xMB interface as shown in clause 7 of the attached document for which CT3 seeks SA3 guidance on the details of the authentication and authorization mechanisms.
CT3 kindly asks SA3 to review the clause 7 text in the attached pCR C3A170066, and provide appropriate comments and suggestions, including information on the detailed procedures for authentication and authorization functionality on the xMB interface.
SA3 replied in S3-170356 from the SA3 meeting #86:
SA3 discussed the security for the xMB interface and agreed that TLS is a suitable protocol for securing the interface. SA3 also recommends that SA4 and CT3 reference TS 33.310 for TLS related specification aspects (e.g., TLS version to support/use, TLS/certificate profiles) instead of specifying them in their TS.

Regarding xMB related security aspects (including authentication and authorization), SA3 plans to perform a security analysis and specify suitable security mechanisms in an appropriate TS under SA3 responsibility (e.g., a new Annex in TS 33.246) by the next SA3 meeting.

According to the SA3 reply LS, a CR (S3-171134) to TS 33.246 is provided to the current meeting to specify the use of TLS and DTLS over xMB interface, which refers to the 3GPP TLS profiles in TS 33.310. SA3 should inform CT3 and SA4 to refer to TS 33.246 accordingly in their specifications on xMB. 
Use of TLS or DTLS ((D)TLS in short) according to CR S3-171134 provides a mutually authenticated, confidentiality and integrity protected xMB interface between the BM-SC and a content provider. Separate (D)TLS connection is required between the BM-SC and each content provider. Authorization of the content provider towards the BM-SC could be based on the (D)TLS connection, i.e. the BM-SC checks if the content provider who sent a request over an authenticated (D)TLS connection is authorized to send that specific request. This would allow the authorization to happen on (D)TLS connection level, i.e. between the BM-SC and the (D)TLS peer, like an application server in the content provider domain. 
SA4 and CT3 suggest in their LSs and xMB related TSs 33.246 and 29.611 the use of OAuth (RFC6749) to authorize the content provider to the BM-SC. However, it is not clear if the use of OAuth is needed in case there is already a mutually authenticated (D)TLS connection. More specifically, it is not clear if authorization on (D)TLS connection level would be sufficient for SA4 and CT3 purposes or if more granular authorization is needed on top of the D(TLS) level. This more granular authorization could be needed for example for authorizing separate users within a content provider domain to perform different actions over xMB. In case this is needed, OAuth would be a viable option. In that case, it should be discussed and decided in SA3:
-
whether the OAuth mechanisms should be specified in SA3 or CT3 specifications? and, furthermore, 
-
which credentials would be used for the authentication of different entities in the OAuth framework, or, would these credentials be out of scope of 3GPP?  
-
Any other possible issues with OAuth.
SA3 should ask clarification from CT3 about the needed authrorization granularity, and give guidance on the use of OAuth based on the discussion points above.    
CT3 is meeting during the same week as SA3. Therefore, an early handling of this topic and sending an LS to CT3 early from our meeting would be desired so that CT3 has the possibility to take the feedback from SA3 into account in their ongoing meeting. 
It is proposed to handle this item and the accompanying CR in S3-171134 early in the SA3 meeting and send a further LS to CT3 and SA4 along the lines as proposed above. 
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1. Overall Description:

SA3 thanks SA4 and CT3 on their LS on security aspects of external interface (xMB) for TV services. In reply LS to the CT3 and SA4 LS (S3-170356) SA3 promised to come back with further analysis of the security aspects of xMB. 

SA3 discussed the security for the xMB interface and agreed on a CR to TS 33.246 (S3-171134) to specify the use of TLS and DTLS over xMB interface, which refers to the 3GPP TLS profiles in TS 33.310. SA3 kindly asks CT3 and SA4 to refer to TS 33.246 accordingly in their specifications on xMB.

Use of TLS or DTLS ((D)TLS in short) according to CR S3-171134 provides a mutually authenticated, confidentiality and integrity protected xMB interface between the BM-SC and a content provider. Separate (D)TLS connection is required between the BM-SC and each content provider. Authorization of the content provider towards the BM-SC could be based on the (D)TLS connection, i.e. the BM-SC checks if the content provider who sent a request over an authenticated (D)TLS connection is authorized to send that specific request. This would allow the authorization to happen on (D)TLS connection level, i.e. between the BM-SC and the (D)TLS peer, like an application server in the content provider domain. 

SA4 and CT3 suggest in their LSs and xMB related TSs 33.246 and 29.611 the use of OAuth to authorize the content provider to the BM-SC. However, it is not clear if the use of OAuth is needed in case there is already a mutually authenticated (D)TLS connection. A more granular authorization might be needed for example for authorizing separate users within a content provider domain to perform different actions over xMB. SA3 would like to kindly ask if authorization on (D)TLS connection level would be sufficient for SA4 and CT3 purposes or if more granular authorization is needed on top of the D(TLS) level? 
In case more granular authorization is needed, OAuth would be a viable option.  <Add here the result of SA3 discussion>…
2. Actions:

To SA4 and CT3 groups.

ACTION: 
SA4 and CT3 are kindly requested to take the above into account and provide feedback on the needed granularity of authorization….
3. Date of Next TSG-SA WG3 Meetings:

SA3#88
7-11 August 2017
Dali City, China

SA3#88Bis (Adhoc on 5G)
9-13 October 2017
Singapore
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